BHUMAHUE! MOLLEHHUKM!

HE 0AU CEBA OBMAHYTb!

BynbTe 6aAUTENbHbI NPU COBEPLUEHUM ANCTBUIN ¢ 6aHKOBCKMMM KapTaMu 1 cobrniofainTe aneMeHTapHbie npasuna 6e3onacHoOCTH,
YTO6bl HE CTaTb XEepPTBOM MOLLUEHHUYECKUX AEeNCTBUN.
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KAK SALLUTUTDBCH
OT ®PULLUNHTA

DUWMHI — BUJ, MOLLEHHUYECTBa, KOoraa y YesioBeka
KpaayT nepcoHanbHble AaHHbIe UK OeHbrv
C NOMOLbIO canToB-NoanenokK. Yacto MoweHHUKU
AenaloT CanTbl, KOTOPble KaK ABe Kanu BoAbl NOXOXXU
Ha cauTbl peasibHbIX OpraHu3aumm

KAK MOXXHO OKA3ATbCH
HA ®ULLNHIOBOM CAWUTE?

Mo ccCbikaM U3 UHTEPHETa UU N1eKTPOHHOM
noytbl, CMC, coobLieHn B COLCETAX UK MecC-
CeHKepax, peksambl, ObbsBNEHUM O noTepesx,
pacrnpogakax, KOMrneHcaumax oT rocygapcrea

Xakepbl HacTO B3/71aMbIBalOT YY)KUe aKKayHTbl,
M GUILMHroBas CCbilka MOXKET NPUNTU JaxKe
OT 3HAaKOMbIX

KAK PACIMO3HATb
®OULLUNHIOBbIA CAUT?

Anpec OT/TNYaEeTCH OT HAaCTOALLEero Jiviiib napom
CUMBOIOB

B appecHom cTpoke HeT https u 3Hauka
3aKpbITOro 3amka

Oun3aiiH CKONMpoBaH HeKa4YyeCTBEHHO,

B TEKCTax eCTb OWnbKMn

Y canTa Mano CTPaHUL, Unn gaxke ofgHa —

OJ18 BBOAA OAHHbIX KapThbl



KAK YBEPEYbCH
OT ®PULLNHTA?

YcTaHOBUTE aHTUBUPYC N PErynspHo
obHOBNANWTE ero

CoxpaHsanTe B 3aKknagKkax agpeca
HY>XHbIX CanTOB

He nepexoanuTe 1o nogo3puntesibHbIM CCblJ1IKaM

Ucnonb3ynTe oTOoeNbHYIO KapTy AN NMOKYMNOK
B MHTEPHETE, KNaguTe Ha Hee HY>XKHYIO CyMMY
NpsSMO nepep onsiatom

Ty
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KAK 3ALLWUTUTDBCHA

YTo6b1 fOo6paThCs A0 BawmX 6aHKOBCKMUX CHETOB,
MOLUEHHMKaM HY>XHbl BalliM NepCcoHarnbHble JaHHble
U PeKBU3UTbI KapT

Kakune cxeMbl ucnonb3sytot apepmctbl?

OBELWWAIOT 30J10TbIE TOPbI

Onpochkl 3a BO3HarpaxgaeHue, coliMasibHble BbinnaTbl
WU CBEPXNpUGbIIIbHbIE MHBECTULIMOHHbBIE MPOEKTHI.
MapaHTUs 6bICTpOro oboraileHus — NpM3Hak obMaHa

3AMAHUBAIOT HA PACIMPOLOAXMU
OrpoMHbie CKUAKU U HU3KME LieHbl MOy T OKa3aTbCs
MOLLEHHUYECKOM YNTOBKOWM

CMEKY/TUPYIOT HA FTPOMKUX COBbITUAX
Hanpumep, 06baBnsoT c6op aeHer Ha paspaboTKy
BaKLMH, 06€elLaloT BEPHYTb AE€HbIM 32 OTMEHEHHbIE
Penchbi UMY NpepiaraloT Noy4mTb
rocyaapCTBEeHHbIe foTaumm

MACKUPYIOTCSH
Pa3birpblBaloT posib MPOAABLIOB U NOKyrnaTenemn
Ha NonynspHbIX canTax o6baBIeHUA



Kak o6e3onacutb CBOU AeHbIrM
B UHTEpHeTe?

1 YcraHoBuTe aHTUBUpPYC U perynspHo o6HOBNSAIATE ero

3aBeauTe OTAENbHYIO 0e6eTOBYIO KapTy A/ NiaTexen
2  BUHTEepHeTe M KNaauTe Ha Hee HYXHYIO CyMMy nepef,
onsiaTou

Bcerpa npoBepsiriTe agpeca 3/1eKTPOHHOM MoYThI
3 v caiToB — OHM MOTYT OTIMYATLCS OT OPULIMANBHBIX NNLb
napon CUMBOJIOB

4 He nepexoguTe no CCbl/ikaM OT He3HakKOMLEB — Cpasy
yp,anﬂﬁTe COMHUTESIbHbIE COObLWEeHNs

5 Hukomy He cooblaliTe cCBOM NepcoHarbHbIe AaHHbIe

L ‘%F MNMoppo6Hee o npasunax KM6eprurneHbl
EREY  uuraitre Ha fincult.info
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OCTOPOXHO:
TENE®POHHbIE MOLLEHHUKUA!

S NMPU3HAKOB OBMAHA

HABAC ©

BbIXOOAT CAMU

AdepucTbl MOryT
npeacTaBUTbCA
cnyx6omn
6e3onacHocTU 6aHKa,
Hanorosomu,

npoKypaTypou

JTio601 HeOXXUAAHHbIN
3BOHOK, CMC

W NUCbMO — MOBOA,
HaCTOPOXMUTbCA

PALLYIOT
BHE3AMHOM

BbIrO1OM
WIU MYTAIOT

CunbHble 3MouMU
NpUTYNNSIOT
60UTEeNbHOCTb

© HABAC OABAT

AdepucTbl Bcerga ToponsrT,
yTO6bI Y Bac He 6b1/10 BpeMeHU
BCce o6ayMaTb

3BOHAT

13 BaHka, nonuumn
WY Apyrov opraHnsaumm?

~ YBEOWTECD,

YTO 3TO HE MOLUIEHHUKN!

O nPocAT
. COOBLUUTb
OAHHBIE

3/10yMbILWNIEHHUKOB
MUHTEpecyioT
PEKBU3UTBI KapTbl,
naponu 1 Kogbl

13 6aHKOBCKMX
yBeaoOMJIEHUN

@ rOBOPST

O OEHbrAX

MpepnaratoTt
cnacTtm
c6epexenus,
nony4nTb
KOMMeHcauumio

WU BNOXUTbCSA

B MHBECTULIMOHHbIV
NpPOeKT



BAXKHO!

CoTtpyaHukm 6aHkoB un nonvumm HUKOMOA
He CrpaluBaloT PEKBU3UTBI KapTbl, Maponm
n3 CMC, nepcoHarbHble faHHble U He MPOCAT
coBepluaTh NepeBoapl C Ballei KapThbl

HUKOI'AA HUKOMY
HE COOBLUAUTE:

e koAbl U3 CMC

® Tpex3Ha4Hbl KOf Ha 060pPOTHOM CTOPOHE
kapTtbl (CVV/CVC)

PIN-kon

naponun/noruHbl K 65aHKOBCKOMY MPUITOXEHUIO
M OHNanH-6aHKy

KOAOBOE C/I0BO

nepcoHarbHble OaHHble

S
2 Kak 3awmtuTb cBoM pUHaHCbI,
[=] ' yuTamTe Ha fincult.info

duHaHcoBas
KynbTypa



a 3BOHUTE B HaHK caMu

HabupaiTe HoMep Bpy4YHYto. TenedoH ropsyen
JIMHUM YKa3aH Ha 0BpaTHOM CTOPOHE KapTbl
M Ha oduLManbHOM canTe BaHKa.

Mepe3BaHuBasi Ha HOMep, C KOTOPOro npuLen
3BOHOK UNM cooblLueHue, Bbl pUCKyeTe CHOBa NnonacTb
K MOLLEHHUKaM.

e CocpepnoTo4bTechb

Ecnun 6aHK BbISSBUT MOAO3PUTENBHYIO TPaH3aKLMIo,
OH MPUOCTaHOBUT ee Ha CPOK A0 ABYX CYTOK.

Y Bac ecTb 48 4acoB, YTO6bl CTOKOMHO NPUHATD
pelueHue: NOATBEPAUTDL UIM OTMEHUTb OrnepaLuio.

e He rosopuTe HUKOMY CEeKpeTHble Koabl

Ecnu Bac y6exgatoT NpoanKToBaThb 1Y BBECTU
CVC/CVV-kopf Ha obpaTHOW CTOPOHE KapTbl, MUH-KOL,
mnu kogpl 3 CMC — 31O MoWweHHWKM!

HasbiBaTb KOAOBOE C/IOBO MOXHO, TO/IbKO €C/IU Bbl CaMu
3BOHUTE Ha ropsivYyIo JIMHUIO 6aHKa.

@ bank Poccum

KoHTakTHbIN LeHTp BaHka Poccuu: NHTepHeT-npuemMHas

8 800 300-30-00 BaHka Poccum:

(ans GecnnaTHbIX 3BOHKOB WWW.CPI'.I’U/
13 pervioHos Poccun) reception



& OCTOPOXHO:

/gy MOWEHHMKM!
s .

BaM 3BOHAT U3 6aHKa U NPOCAT cOO6WUTD
nepcoHasnbHbie faHHble U MHopMaLUIo
o kaprte/cuete — BYbTE BOAUTEJ1bHbI,
(- 4 3TO MOIYT BbiTb MOWEHHUKMW!
3ﬂ0yMbl|J.IneHHVIKI/I C NOMOLLIO CreLmanbHbIX TEXHOMOMIA

MOryT caenaTb Tak, YTO Ha 3KpaHe Ballero TenedoHa
BbICBETUTCS ObMLManbHbIM HoMep GaHka.

OHU MOryT 06paTUTLCS K BaM MO MMEHU-OTYECTBY U MOMNPOCUTb
CeKpeTHble CBeAeHUs O KapTe Unn cyeTe. Hanpumep, yTobbl
OCTaHOBWTb MOAO3PUTENBbHYHO OrepaLmio.

B YEM OMNACHOCTb M Y4TO OENATb?

Y3HaB HYXHYI0 MHPOpMaLMIO, NPECTYNHUK MOXET
YKpacTb Baluu AeHbru.

* He rosopute 1 He BBoauTe MNH-KOA, TPEX3HAUHbIM KO,

C 06paTHOW CTOPOHbI KapTbl, UM OOHOPA30BbIN MNaporb
n3 CMC.

® He HabupanTe Ha TenedoHe HMKAKMUX KOMBUHAaLIMI
M He nepexoamTe Mo CCbiSIKaM.

* [lonoxute Tpy6bky. Mo3soHUTe B 6aHK Mo oduumanbHOMy
HOMEepY — OH eCTb Ha camTe UM 06paTHOM CTOPOHE KapTbl.

* CaMocTonTenbHO HabepuTe HOMep Ha knaBuaType 3
TenedoHa. He nepessaHuBaiiTe 06paTHLIM 3BOHKOM, \{
Bbl MOXETe CHOBa MONacTb K MOLIEHHUKaM.




KAK OBE3OIMNACUTb OEHbI'K HA CHETAX?

.

HUKOMY HE COOBLUAWUTE:

- CPOK OeMCTBUSA KapTbl U TPEX3HAYHbIM Ko Ha ee 060pOTHOM

cTtopoHe (CVV/CVC)

* Maponu 1 Kofabl U3 yBeOM/IeHUM
+ IOTUH U NMapoJib OT OHNanH-6aHKa

HE NYBJIUKYUTE

nepcoHanbHble AaHHble B OTKPbITOM OOCTYyne

YCTAHOBUTE

aHTUBUPYCbI Ha BCe YCTPOMCTBA

KOAOOBOE CJ/10BO

Ha3blBaUTe TONIbKO COTPYAHUKY 6aHkKa, korga caMu 3BOHUTE
Ha ropsa4yio J1MHUIO

BaHK He KOMMNEeHCUpYeT NoTepMu, ecniv Bbl HapyLIMIX
npasuna 6e30nacHoOro UCrosib30BaHUs KapThbl

2 ¥ Mopapo6Hee o npaBunax 6e3onacHoOCTU ®uHaHcoBas
R wuraiTe Ha fincult.info KynbTypa



UTO AENATb, ECJI C KAPTDI
YKPAJIU OEHbIN?

3ABJIOKUPOBATb ..................... =
KAPTY ot

* No HoMepy TenedoHa 6aHka Ha 6aHKOBCKOM
KapTe unu Ha opuLManbHOM camnTe

- Yyepes Mo6UNbHOE NPUSIOXKEHUE g S

* Yyepes NIMYHbIN KabuHeT Ha odpuumanbHOM
cauTte 6aHka

- B OoTOAeneHuu 6aHka

9 MAPMCATY . - L
3ASBNIEHUE O HECOIMACUMU S
C ONEPALUMEN :. ' E

3asiBneHne OoMmkKHO 6biTb HaNUcaHo: @
* B TEYEHUE CYTOK rnocre coobuieHus oL e

O cnuCaHuu aeHer
* Ha MecTe B oTaeneHun 6aHka

e OBPATUTBCA = e
B MONULIMIO &

Yem 6onblue niogen noganyT
3asiB/IeHUS], TEM Bblille BEPOSTHOCTb,
YTO NPEeCTYNHUKOB MOMMaloT




